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1
Decision/action requested

This contribution proposes to add a solution to KI#1 in TR 33.745.

2
References

[1]

3GPP TS 33.501: "Security architecture and procedures for 5G system".

3
Rationale

Add a solution to KI#1.
4
Detailed proposal

************* Start of 1st Changes *************

6.Y
Solution #Y: Reusing existing mechanism for Ownership Security
6.Y.1
Introduction

This solution addresses KI#1 Security of 5G NR Femto Ownership.

6.Y.2
Solution details

The 5G NR Femto owner or administrator is able to provide/update CAG information to the network. The owner or administrator can be assumed as an AF in the MNO domain or an AF external to MNO domain. To enhance the 5GS to support receiving and updating of CAG information, the authentication and authorization between AF and the 5GC NF needs to be supported.

The 5G NR Femto owner interacts with the 5GC NF using Service-based Interfaces. The existing 5G security mechanism can be reused for the transfer of CAG information over the SBA interface between the owner and the 5GC NF. When the owner is located in the operator’s network, the 5GC NF uses Service-Based Interface as depicted in clause 13 of TS 33.501 [4] to communicate with the owner directly. When the owner is located outside the operator’s network, the NEF is used to exchange the messages between the owner and the 5GC NF. The security aspects of NEF is specified in clause 12 of TS 33.501[4].
Editor’s Note: The specific 5GC NF that managing the received CAG information is to be aligned with SA2.
6.Y.3
Evaluation

************* End of 1st Changes *************

